
Cybersecurity

Protect yourself from the bad guys!
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What do the bad guys want from me?

• Your money
• Your presence on other sites
• Your Personal Identifiable Information (PII)

Full Name
Social Security #
Date of Birth
Gender
Mother Maiden Name
and much more

• In some cases to just exploit vulnerabilities on your computer.
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Email Security

Some Basic Email Security Measures

• Don’t use auto reply or out of office
• Limit identifying information in signatures
• Log in only on your computers
• Don’t open unknown and strange emails
• Disable Images
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Phishing Campaigns

Phishing Campaign and Spear Phishing
• Phishing scams are messages that try and trick 

you into providing sensitive information, often 
redirecting you with links to bad sites.

-enter password
-date of birth
-confirm cc numbers

• Spear Phishing, email that appears to be from someone you know or 
uses Social Engineering target at you to get a certain result.
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Phish leading to Imposter Site
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Examples of Phishing Emails
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Recap - Red Flags in Email
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Social Media Security

You Are the Product!
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Facebook Basic Security

• Review your Privacy Settings
• Never Provide Correct Date of Birth
• Review Facebook Settings
• Don’t make friends with people that aren’t friends
• You can message without being friends
• REVIEW YOUR SECURITY SETTINGS
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How AI Amplifies the Risk 

• AI gathers and correlates data faster 
• Language models craft personalized phishing
• Deepfakes enable realis c impersona on 
• Automation scales attacks cheaply
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Think Before you Share
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Malware/Ransomware

• Malware
short for malicious software, is any software used to disrupt computer 
operations, gather sensitive information, gain access to private computer 
systems, or display unwanted advertising.

• Ransomware
Ransomware is computer malware that installs covertly on a victim's computer, 
executes a cryptovirology attack that adversely affects it, and demands a 
ransom payment to decrypt it or not publish it.
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Ransomware

•What does ransomware do?
• There are different types of ransomware. However, all of them will prevent you from using 

your PC normally, and they will all ask you to do something before you can use your PC.
• They can target any PC users, whether it’s a home computer, endpoints in an enterprise 

network, or servers used by a government agency or healthcare provider.

•Ransomware can:
Prevent you from accessing Windows.

• Encrypt files so you can't use them.
• Stop certain apps from running (like your web browser).
• Ransomware will demand that you pay money (a “ransom”) to get access to your PC or 

files. We have also seen them make you complete surveys.
• There is no guarantee that paying the fine or doing what the ransomware tells you will give 

access to your PC or files again.
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Ransomware Example
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Anti-Virus Software

• Some Basics:
• Should be running all the time
• Need to check that it’s getting updates and scanning normally.
• Not a bad idea to start your own scan
• Have a professional Check your computer
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Types of Anti-Virus Software

www.vivante.us

Consider AVG Antivirus - Free



Backup Strategies

• Store your important information in more than one place!
• Use Secure Clouds:

• Google
• Windows 365
• Amazon

• Be careful with Detached Storage
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Wireless Security

• Insecure by Nature
• Uses Radio Signal between router and your devices. Anyone within 

Distance of the radio signal may have access to the network. You can 
sometimes see your neighbors wireless networks. Anyone walking or 
riding by your house can likely see your wireless network, and can attempt 
to hack it.

• Use WPA2 (Wireless Protected Access 2) with Strong Passwords
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Check your Wireless Router Settings
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Avoid Public WiFi
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Personal Cyber Security Best Practices

• Strong Password
new, unfamiliar, unrelated, 15 characters

• Don’t let people look over your shoulder when entering passwords
• If you store credentials digitally, don’t label them “User Name” or “Password” or 

“pw”, these are the first things hackers will search for on your computer.
• Looks for 2 factor authentication, especially for financial information.

• Use unknown computer login email reminders.
• Use Card Not Present transaction notifications from banks and cc companies.
• Avoid online banking or secure transactions on mobile devices and any keyboard 

that’s not your own.
• Don’t use open wireless networks
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